UBND TINH KHANH HOA  CONG HOA XA HQI CHU NGHIA VIET NAM
THANH TRA TINH Poc 1ap — Tw do — Hanh phac

$6:37 IKH-TTT Khanh Hoa, ngay 97 thang 6 nam 2022
V/v Ké hoach &ng pho su ¢, bao
dam an toan théng tin mang trén
dia ban tinh Khanh Hoa nam 2022

’ , KE HOACH
Ung phé s co dam bio an toan thdng tin mang caa Thanh tra tinh

~ Thuc hign Ké hoach s6 4263/KH-UBND ngay 13/5/2022 ciia UBND tinh

vé Ung pho su co, bao dam an toan théng tin mang trén dia ban tinh Khanh Hoa
nam 2022 va cong van 1357/STTTT- CNTTBCVT ngay 26/5/2022 cta S¢ Thong
tin va Truyén thdng ve ting phd su co, bao dam an toan thong tin mang trén dia ban
tinh Khanh Hoa; Thanh tra tinh xay dung Ké hoach tng pho sy c6 dam bao an toan
thong tin mang cua Thanh tra tinh nhu sau:

I. MUC PICH, YEU CAU

1. Muc dich:

- bam bao an toan thong tin mang cua Thanh tra tinh, trong d6 tap trung dam
bao an toan thong tin cho cac hé théng thong tin quan trong cua co quan, co kha
nang thich tng mot cach chu dong, linh hoat va giam thiéu cac nguy co, de doa mat
an toan thong tin trén mang. Dé ra cac giai phap ang pho khi gap su cd mat an toan
thong tin mang.

- Tao chuyén bién manh mé trong nhan thic vé an toan thong tin doi véi
cong chuc, nguoi lao dong thugc Thanh tra tinh.

- Pam bao cac nguodn luc va céac diéu kién can thiét dé san sang trién khai
kip thoi, hiéu qua phuong an ang ctiru Su ¢ bao dam an toan théng tin mang.

2. Yéu cAu:

- Panh gia cac nguy co, sy ¢ an toan thdng tin mang cua toan hé théng dé
dua ra phuong an d6i phd, ung ctiu sy ¢b tuong tng, kip thoi, phi hop.

- Phuong 4n d6i pho, tng ciu sy ¢b an toan thdng tin mang phai dat ra duoc
cac tiéu chi dé c6 thé nhanh chéng xac dinh dugc tinh chat, mic d6 nghiém trong
cua su c6 khi su ¢ xay ra.

11. NHIEM VU TRIEN KHAI

1. Tuyén truyén, phé bién cac vin ban quy pham phap luat; tip huan
nang cao nhan thirc, kién thirc, k¥ niing vé an toan thong tin mang:



1.1. Ngi dung:

- Tuy@n truyén, phd bién trén Trang thong tin dién tir caa Thanh tra tinh,
long ghép vao Ngay phép luat dinh ky cia co quan vé Luat an ninh mang, Luat
cdng nghé théng tin; Quyét dinh sé 05/2017/QD-TTg, Quyét dinh s6 1017/Qb-
TTg, Ké hoach s6 4263/KH-UBND:; Nghi dinh sé 85/2016/ND-CP ngay 01/7/2016
cua Chinh phu vé bao d¢am an toan hé thong thong tin theo cip do; Quyét dinh sd
898/QD-TTg ngay 27/5/2016 cta Thu tudng Chinh phu phé duyét phuong hudng,
muc tiéu, nhiém vu bao dam an toan thong tin mang giai doan; Quyét dinh s
05/2017/QD- TTg ngay 16/3/2017 cua Tha tuéng Chinh pha ban hanh quy dinh vé
hé thong phuong an tng ctu khan cap bao d¢am an toan thdng tin mang quéc gia;
Thong tu sé 03/2017/TT-BTTTT ngay 24/4/2017 cta B Thong tin va Truyén
thong quy dinh chi tiét va hudng dan mot sé diéu caa Nghi dinh s6 85/2016/ND-
CP; Thong tu s6 20/2017/TT-BTTTT ngay 12/9/2017 cua B Thdng tin va Truyén
théng quy dinh vé diéu phéi, tng ciu su ¢ an toan thdng tin mang trén toan qudc.

1.2. Don vi chu tri: Van phong.

1.3. Pon vi phéi hop: Céc phong thusc Thanh tra tinh;

1.4. Thoi gian thuec hién: Trong nam 2022 va cac niam tiép theo.

2. Panh gia cac nguy co, sw ¢6 an toan thong tin mang:

2.1. Ngi dung:

T6 chtrc danh gia hién trang va kha ning bao dam an toan thdng tin mang
cua hé théng thong tin trong co quan (hé thong thur dién tir, hé théng trang théng
tin dién tir, hé thang dich vu cong truc tuyén, hé théng phan mém mét cia dién tir,
hé thong qudn 1y van ban diéu hanh); danh gia, du bao cac nguy co, su €, tan
cdng mang va dé ra cac giai phap dam bao an toan thdng tin cho cac hé thng
thong tin

2.2. Don vi chu tri: Van phong.

2.3. Don vi phoi hop: Cac phong thudc Thanh tra tinh.

2.4. Thot gian thuc hién: Thuc hién 01 cudc danh gia/nam

3. Xay dung phwong an doi pho, wng ciru d6i véi mat sé tinh hudng sw
c6 cu thé:

3.1. Ngi dung:

a) Phwong phdp, cdch thire dé xdc d@inh nhanh chéng, kip thoi nguy@n nhan,
nguon gac s ¢o nham ap dung phuong dn doi pho, ing ciu, khac phuc s cé phu
hop:

- Su ¢6 do bi tin cdng mang;



- Su ¢6 do 18i cua hé thng, thiét bi, phan mém, ha tang ky thuat...;

- Su ¢6 do 18i ctia ngudi quan tri, van hanh hé théng;

- Syr ¢ lién quan dén c&c tham hoa tu nhién nhu bio, lut, dong dat, hoa hoan. ..
b) Phwong dn déi pho, iing cizu, khic phuc sw ¢é:

Tinh hudng sy ¢ do bi tin céng mang: tinh hudng su ¢b do 13i cua hé thdng,
thiét bi, phan mém, ha tang k¥ thuat; tinh huéng su ¢6 lién quan dén céc tham hoa tu
nhién nhu bio, lut, dong dat, hoa hoan v.v...

3.2. Don vi chu tri: Van phong.

3.3. Pon vi phoi hop: Cac phong thuéc Thanh tra tinh; S& Théng tin va
Truyén thong.

3.4. Thoi gian thuc hién: Hang nam.

4. Trién khai phong ngira sw cd, giam sat phat hién, bao dam cac diéu
kién siin sang ddi pho, ing ciu, khic phuc su co:

- Pau tu trang thiét bi, phan mém bao dam cac diéu kién sin sang ddi pho,
ting ciru, khic phuc su ¢é; trang bi, nang cap thiét bi, céng cu, phuong tién, gia han
ban quyén phan mém phuc vu ¢ng ctu, khic phuc su ¢d; chuan bi cac diéu kién
bao dam, sin sang d6i pho, ung cau, khic phuc khi sy ¢ xay ra; thué dich vu ki
thuat va té chiic tham gia cac hoat dong ciia mang ludi tng ctiu Sy ¢d.

- Pon Vi chu tri: Van phong.

- Pon vi phéi hop: Céc phong thudc Thanh tra tinh.

- Thot gian thyc hién: Hang nam.

I11. KINH PHI THUC HIEN

Kinh phi thuc hién duoc st dung tir ngudn ngan sach.
IV. TO CHUC THUC HIEN

1. Van phong:

- Xay dung noi dung, 1ap du toan kinh phi 16ng ghép trong Ké hoach tng
dung CNTT hang nim cua co quan dé trién khai cac nhiém vu duoc giao tai Ké
hoach nay.

- Phén cong lanh dao phu trach va thanh lap hoic chi dinh bo phan dau méi
chiu trach nhiém vé an toan théng tin mang cua co quan.

- Thuc hién theo cong vin s6: 2339/STTTT-CNTT ngay 25/9/2021 vé qua
dé xuat cap do an toan hé théng thong tin (cap do 1).



- Thuc hién theo Quyét dinh s6 07/QD-TTT ngay 01/4/2022 cua Thanh tra
tinh.

2. Cac phong thugc Thanh tra tinh:

- Phéi hop véi Vian phong kiém tra, Xt Iy cic van dé vé an toan thong tin
mang khi co yéu cau.

- H3 tro Vian phong danh gia nguy co mat an toan thong tin mang khi c6 yéu
cau.

Trén day 1a Ké hoach ung phé sy ¢6 dam bao an toan théng tin mang cua
Thanh tra tinh; yéu cau Vin phong, cac phong, cong chic thuoc Thanh tra tinh
nghiém tuc trién khai thuc hién./.
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